
High-Security Data Encryption Enabled by DNA Multi-Strand Solid-
Phase Hybridization and Displacement in Inkjet-Printed Microarrays
Ben Pei, Jiaxiang Ma, Liliang Ouyang, and Zhuo Xiong*

Cite This: ACS Appl. Mater. Interfaces 2025, 17, 10179−10190 Read Online

ACCESS Metrics & More Article Recommendations *sı Supporting Information

ABSTRACT: Multicolor fluorescent encryption systems that respond
to specific stimuli have drawn widespread attention to data storage and
encryption due to their low cost and facile data access. However, existing
encryption systems are limited by encryption materials, restricting their
encryption depth. This study uses DNA molecules as encryption
materials that offer exceptional specificity and encryption depth within
sequences. With inkjet-printed microarrays on a solid-phase interface, a
multicolor fluorescent data storage system based on DNA hybridization
and strand displacement is developed, achieving an encryption system
with high encryption depth and flexibility. DNA strands, modified with
different fluorescent labels, are delivered onto solid-phase interfaces
containing a DNA self-assembled monolayer (SAM) via inkjet printing,
forming multicolor fluorescent data microarrays. Data storage and
encryption are achieved through the hybridization of fluorescent DNA strands for data presentation and interference with the DNA
SAM at the interface between the solid phase and droplets. Interference DNA strands can be removed by DNA strand displacement
for decryption. The encryption depth of this system is determined by the design of the DNA sequences and the combination of
multiple DNA strands, showcasing its outstanding encryption ability. Meanwhile, high-throughput inkjet printing accelerates the data
writing process, further enhancing the system efficiency. With DNA solid-phase reaction in inkjet-printed microarrays, this system
provides a scalable and robust strategy for high-depth and efficient data encryption.
KEYWORDS: data encryption, inkjet printing, solid-phase DNA hybridization, DNA strand displacement, DNA nanotechnology

1. INTRODUCTION
With the rapid development of data technology, ensuring the
data security has become a critical challenge, particularly in
sectors such as finance.1−3 To meet this demand, research has
increasingly focused on anticounterfeiting methods, optical
encryption systems, and molecular data coding strategies,
offering innovative methods to enhance data security and
integrity.4−6 Among these approaches, optical encryption
leveraging colorimetric changes has emerged as a particular
solution due to its inherent versatility and notable advance-
ments.1,7−10 This is largely attributed to the unique properties
of encryption materials, which can undergo specific color
transitions in response to external stimuli. These attributes,
coupled with their cost-effectiveness and rapid response times,
make them ideal for practical applications.11−13

Encryption systems based on controlled optical color
changes under specific stimuli have shown diverse advance-
ments in recent years.14−17 For example, Otaegui et al.
developed thermoresponsive fluorescent materials by combin-
ing fluorescent groups with organic phase-change materials,
resulting in multicolor microcapsules for Encryption.18 These
materials were used to construct data arrays that exhibited
distinct colorimetric patterns at specific temperatures, enabling

encrypted data storage. Similarly, Li et al. employed humidity-
responsive polymers to print total internal reflection structural
color arrays, creating an encryption system controlled by
relative humidity.19 These studies, which rely on specific
stimuli for data encryption, demonstrate great potential.
Utilizing stimuli factors such as temperature,14,18 relative
humidity,19−21 pH levels,22,23 ambient oxygen concentra-
tions,24 and light inputs25−27 allows these systems to selectively
switch between encrypted states and decrypted states, ensuring
robust data security.
A variety of encryption methods have been developed to

demonstrate effective data security. However, many of these
approaches rely on specific external stimuli, limiting their
encryption depth. This constraint makes them vulnerable to
decryption attempts. DNA molecules, as a promising material
with extraordinary potential in high-density data storage, allow
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for encoding large amounts of data in limited space.28−32 As
functional biomolecules, DNA molecules can realize hybrid-
ization, strand displacement, and origami with high specificity,
offering a wider range of encryption options with enhanced
encryption depth.33−36 DNA molecules can also be chemically
modified with incorporated fluorescent labels. This allows their
complex sequence data to be easily detected and characterized
through fluorescence.37 Furthermore, DNA systems can realize
more complex computations like logic gate and even neural
network, with fluorescence signals reflecting the out-
comes.38−42 However, there is a notable lack of effective
multibit fluorescence encryption systems based on coupled
DNA strand displacement. This is due to conflicts among
several critical requirements. These include the demand for
small space to achieve high storage density, the complexity of
pattern formation needed for multibit fluorescence arrays, and
the multicomponent reactions necessary for coupled DNA
hybridization and strand displacement in solid-phase systems.
In this work, we propose a novel multicolor fluorescence

storage system based on inkjet-printed microarrays to address
the challenges. This low-cost and highly efficient method uses
single-stranded DNA self-assembled into a monolayer as the
substrate. Fluorescently labeled DNA strands are deposited via
inkjet printing to specific locations, where they hybridize with
the substrate DNA to form fluorescent arrays for data storage.
Special interference strands, indistinguishable from the data
strands due to their identical fluorescence, are also introduced
to the array. These strands couple with the data strands and
can be selectively removed by specific decryption strands via
DNA strand displacement, enabling robust encryption and

decryption. This system supports the design of diverse DNA
sequences for advanced encryption and enables a complex
strand displacement logic. By integrating sequence diversity
and multistrand combination, it achieves exceptionally high
encryption depth.
The DNA droplets formed by inkjet printing are in the

picoliter range, enabling microdots as small as tens of
micrometers. This ensures a high data storage density while
minimizing resource consumption. Inkjet printing can also
deposit multiple DNA inks parallelly, allowing for the creation
of complex patterns in a short time. This process enables data
writing in one step through simultaneous printing and
hybridization. Overall, this system employs DNA molecules
with fluorescence as materials for data storage and encryption
and uses inkjet printing to achieve a low-cost, efficient, and
scalable solid-phase microarray reaction platform. By combi-
nation of these elements, this system offers a practical and
innovative approach, providing new insights into the
application of DNA molecules and advanced encryption
techniques.

2. EXPERIMENTAL SECTION
2.1. Materials and Reagents. Carboxyl-modified slides were

purchased from Xi’an Qiyue Biotechnology. N-Hydroxysuccinimide
(NHS) was obtained from Amethyst, and 1-ethyl-3-(3-
(dimethylamino)propyl)carbodiimide (EDC) from J&K Scientific.
2-Morpholino-ethanesulfonic acid (MES) was sourced from Macklin
Reagents. Phosphate Buffered Saline (PBS) buffer was obtained from
Thermo Fisher Scientific. Saline sodium citrate (SSC) buffer and
sodium dodecyl sulfate (SDS) were obtained from Boer. All
oligonucleotides were synthesized by Sangon Biotech, with their

Figure 1.Mechanism and process of data encryption. (a) Mechanism of data storage and encryption. Fluorescent data DNA strands are hybridized
onto three spots with the support DNA, where the fluorescence combination forms “001010101” to encode the original data “U”. Fluorescent
interference DNA strands are randomly added to available sequences on the support DNA, altering the fluorescence combination to “011011111”
for data encryption to “β”. By adding decryption DNA and performing DNA strand displacement, the interference DNA can be removed, enabling
data decryption. (b) Data encryption and decryption process. The original data “CORRECT” is encoded into multicolor fluorescent combination
spots and encrypted. The fluorescence data spots are rearranged to form the pattern encoding the masked data “ABCDEFGH” through inkjet
printing of data and interference DNA. When this pattern is read, only the masked data are obtained. When wrong decryption DNA is added,
reading the fluorescence combination spots results in garbage data. Only the correct decryption DNA can remove the interference DNA correctly,
allowing the true data to be retrieved.
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sequences listed in Supporting Information, Table S1. The buffer used
for DNA hybridization and strand displacement consisted of 50 mM
NaCl and 5% glycerol dissolved in 1 × TE buffer (10 mM Tris, 0.1
mM EDTA, pH 7.5) from Solabio Bio. Fluorescence imaging was
performed using an Olympus confocal fluorescence microscope, with
Texas Red, FAM, and Pacific Blue dyes used for red, green, and blue
fluorescence, observed at 594, 488, and 405 nm, respectively. The
inkjet printer used is from Aure Technology, model BP4000. The
nozzle diameter is 22 μm, the driving waveform used is a square wave,
and the maximum firing frequency is 12 kHz.
2.2. Printing Substrate Preparation. Dissolve NHS was

dissolved at a concentration of 100 mM and EDC at 50 mM in
200 mM MES buffer (pH 6.0) to prepare the activation solution. The
carboxyl-modified slides were immersed in the activation solution for
20 min, then rinsed thoroughly with water to remove residual
reagents. Amino-modified DNA molecules were prepared by
dissolving them in 1× PBS buffer at a final concentration of 2 μM.
Using chambers, the DNA solution was loaded onto the activated
slides and incubated at 37 °C for 2 h to immobilize the DNA support
strands on the slides. After immobilization, the slides were rinsed with
1× PBS buffer and water for 5 min each and then dried with nitrogen
gas.
2.3. Inkjet Printing and DNA Hybridization. Glass slides

immobilized with support DNA strands serve as the printing
substrate. Data DNA strands or interference DNA strands were
prepared at a concentration of 10 μM by dissolving them in a
hybridization buffer. This DNA solution was loaded into the ink
reservoir of the inkjet printer. The DNA solution was printed onto the
prepared substrate following a predesigned pattern. To ensure
uniform humidity across the printed area, the main pattern was
surrounded with additional concentric rings of printed droplets.
Postprinting, the slide was placed in a humidified chamber and
hybridization allowed to proceed for 1 h at 37 °C. After hybridization,
unbound DNA strands were removed by washing the slides
sequentially with cleaning buffers: 1× SSC with 0.03% SDS for 5
min, followed by 0.2× SSC for 5 min, and 0.05× SSC for another 5
min. Finally, the slides were rinsed with water and dried using
nitrogen gas.
2.4. Solid-Phase DNA Strand Displacement Reaction. To

perform the solid-phase DNA strand displacement reaction, 5 μM
decryption DNA strand was dissolved in hybridization buffer to create
the strand displacement solution. This solution was applied onto the
glass slide, which was already hybridized with the data DNA strand,
using a pipet. The slide was incubated for 1 h at room temperature in
a humid box to allow the strand displacement reaction to take place.
Once the reaction was complete, the slide was cleaned with washing
buffers: first wash with 1× SSC and 0.03% SDS for 5 min, followed by
0.2× SSC for 5 min, and 0.05× SSC for another 5 min. Finally, the
slide was rinsed with ultrapure water and dried with nitrogen gas.
2.5. Image Processing and Data Analysis. Fluorescence images

were processed and analyzed using ImageJ. Data analysis was
performed using Origin, and the statistical result graphs were
generated accordingly.

3. RESULTS AND DISCUSSION
3.1. Mechanism and Design of the System. This

system realizes data storage and encryption through DNA
solid-phase hybridization and strand displacement. The system
uses DNA strands immobilized on a substrate (support DNA)
as the template strands, onto which various fluorescently
labeled DNA strands for data presentation (data DNA) are
hybridized, forming multicolor fluorescent spots for data
storage. As shown in Figure 1a, the support DNA sequence
is organized from 5′ to 3′as follows: support sequence (gray),
hybridization sequence 1 (blue), spacer sequence (black),
hybridization sequence 2 (green), spacer sequence (black),
and hybridization sequence 3 (red), totaling 66 nucleotides
(Figure S1a). The three hybridization sequences are

complementary to the corresponding DNA strands, which
are labeled with blue, green, and red fluorescence. These data
DNA strands hybridize at their specific sites on the support
DNA, forming fluorescent spots where fluorescence indicates
“1” and no fluorescence indicates “0” for data storage. For
example, in three consecutive DNA spots, the first spot
hybridizes only with red fluorescence, the second spot
hybridizes only with green fluorescence, and the third spot
hybridizes with both red and blue fluorescence. The
corresponding blue, green, and red fluorescence data are “0
0 1”, “0 1 0”, and “1 0 1”. The fluorescence combination of
these three spots forms a 9 bit binary code “001010101” The
last 8 bits of this code correspond to the ASCII code for the
letter “U”. Thus, this system uses the combination of
multicolor fluorescence to store the letter “U”. Similarly, to
encrypt data, DNA strands for data interference (interference
DNA) are added randomly at available sequences on the
support DNA to obscure the original data. For example, if
interference DNA with red and blue fluorescence is added at
the second spot and green interference DNA is added at the
third spot, the encrypted code becomes “011011111”,
encrypting “U” to “β”. These interference DNA strands
contain specific toe sequences that enable their selective
removal via DNA strand displacement. Corresponding DNA
strands for data decryption (decryption DNA) hybridize with
the interference DNA strands and facilitate their removal
through strand displacement. Once the interference DNA is
displaced and cleared, the original data are decrypted.
Based on this fundamental principle, DNA molecules can be

used as encryption materials for various forms of data
encryption. This study combines commonly used data masking
techniques in data encryption, utilizing inkjet printing to
arrange fluorescent data spots into specific patterns and
thereby mask them into a particular message. As shown in
Figure 1b, a typical example begins with the original message
“CORRECT”, which is first encoded into a combination of
multicolor fluorescence, and then encrypted by encoding
interference fluorescence. To achieve the data masking, the
fluorescent spots are arranged into a specific pattern, in which
fluorescent spots represent “1” and nonfluorescent spots
represent “0”. The pattern is designed according to the
ASCII code for the masked data “ABCDEFGH”. Subsequently,
using data DNA and interference DNA as the inks and a DNA
self-assembled monolayer (SAM) as the substrate, the
designed pattern is printed via inkjet technology. If an attacker
illuminates the spots to reveal the fluorescence pattern, the
masked data are accessed to confuse the attacker, preventing a
further decryption attempt. Furthermore, even if the attacker is
familiar with the DNA encryption method, they will be unable
to decrypt the data without the correct decryption DNA. If
they attempt to use various DNA strands for brute-force
decryption, the incorrect strands will fail to perform the correct
strand displacement reaction, thus unable to remove the
interference DNA. As shown in the “wrong decryption”
example in Figure 1b, three possible scenarios may occur when
attempting brute-force decryption using DNA strands. In most
cases, as in the blue attempt strand, the incorrect strand cannot
react with the interference strand and will have no effect on the
fluorescence. In a rare case, the green attempt strand may
accidentally match the correct green decryption DNA, allowing
the removal of the green interference DNA. However, as there
are three types of interference DNA, the removal of only the
green interference DNA will not result in correct decryption.
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Additionally, an attempt strand such as the red attempt strand
may cause data corruption, as it will displace the data DNA
during strand displacement, thereby damaging the original data
and making it irrecoverable. Since the fluorescence of the
interference DNA is identical to that of the data DNA, and the
addition of interference DNA is random, the attacker cannot
identify the interference spots and can attempt decryption only
by adding DNA strands for strand displacement. In this article,
the decryption DNA strands used are approximately 20
nucleotides in length, and all 60+ bases from the three DNA
strands must be correct for successful decryption, providing a
very high level of encryption depth. Given the high time and
economic costs of DNA synthesis and the potential for

damaging the original data during decryption attempts, this
system is virtually unbreakable.
3.2. Multicolor Fluorescent Dot Array Data Storage

via Inkjet Printing and DNA Hybridization. This study
introduces a data storage system based on multicolor dot
arrays created by inkjet printing of DNA strands labeled with
different fluorescent dyes. The data strands are immobilized
onto the substrate of the support DNA SAM via DNA
hybridization, enabling efficient data storage. The demon-
stration of data storage through hybridization and the
construction of masked data by forming specific patterns
through inkjet printing is shown in Figure 2. The support DNA
strand consists of three hybridization regions (A, B, and C),

Figure 2. Principle and demonstration of inkjet-printed multicolor fluorescent dot array for DNA hybridization-based data storage. (a) Multi-DNA
printing and hybridization test design. (b) Multicolor fluorescence reading design. (c) Schematic illustration of the inkjet printing process. (d)
Results of DNA microdroplet printing and droplet fusion (scale bar: 200 μm). (e) The number of fused droplets is proportional to the cube of the
droplet radius (n = 8). (f) Fluorescence results of multicolor printing tests (scale bar: 200 μm). (g) Fluorescence results of a sample data test print
(scale bar: 200 μm).
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which are connected by 6 nt spacer regions to prevent
unnecessary hybridization interference and provide reaction
sites for DNA strand displacement. The substrate used is a
glass slide functionalized with carboxyl groups. Through EDC/
NHS coupling chemistry, amino-modified support DNA
strands are covalently attached to the substrate, forming a
DNA SAM interface (Figure S1). Since the DNA hybridization
process occurs at the solid−liquid interface, a 6-carbon and 14-
thymine nucleotide spacer is included between the amino
group and the reaction regions to ensure that the reaction sites
are sufficiently distant from the solid-phase interface. To
demonstrate the effectiveness of DNA printing and hybrid-
ization, data DNA strands (A*, B*, C*) that are comple-
mentary to the three hybridization regions of the support DNA
strand are used (Figure 2a). All possible combinations of the
three data DNA strands are tested to verify the correct
hybridization of multiple DNA strands onto the support DNA.
Under excitation at 594, 488, and 405 nm, the multicolor
fluorescence dots formed by printing and hybridization can be
observed (Figures 2b and S2).
This study demonstrates precise DNA delivery to target

locations via inkjet printing, ensuring successful fusion of
multicomponent DNA droplets and enabling hybridization of
multiple DNA strands within a single solid-phase micro-
reaction pool. The inkjet printing head contains 4 × 160
nozzles, enabling highly parallel printing and ensuring high
efficiency (Figure 2c). The spacing between the DNA dots is
controlled by the spacing between the nozzles, which is 84 μm.
Inkjet printing uses solutions of each data DNA as different
inks. Through multiink printing, various data DNA strands are
deposited onto specific spots on the substrate. Depending on
the design, each spot may contain multiple DNA microdroplets
that merge into a larger droplet. The droplet size varies
depending on the number of fused DNA microdroplets,
increasing from 34 μm for single microdroplets to 50 μm for
three-microdroplet fusion (Figure 2d). Statistical analysis
showed that under the current experimental conditions, a
spacing of 84 μm allows for fusion of at least 13 different DNA
microdroplets, demonstrating a high limit for multicomponent
DNA combination (Figure 2e, Supporting Information Note
1). This limit can be further increased with optimized inkjet
printing precision. The composition of the buffer solution is
adjusted to ensure stability of the printed droplets in room
temperature and humidity environments, effectively preventing
evaporation that could impact the fusion and hybridization
reactions of multiple DNA microdroplets. In this system, to
prevent uneven droplet sizes and DNA concentrations due to
the varying number of DNA microdroplets, buffer solution
microdroplets are then printed on spots with fewer micro-
droplets, ensuring uniformity across all spots (Figure S3).
Multiple DNA strands simultaneously hybridize with support
DNA in micrometer-sized droplets, enabling the construction
of complex DNA coupling systems. Thus, the data writing
process only requires one printing-hybridization cycle,
ensuring the efficiency of the system. After hybridization,
DNA strands that fail to hybridize are removed by washing
with a buffer solution.
The results of multicolor fluorescence printing and hybrid-

ization are shown in Figure 2f. The experimental results
indicated that the fluorescence spots formed by inkjet printing
had uniform sizes, and various fluorescent DNAs were
successfully immobilized onto the substrate through hybrid-
ization. Furthermore, specific patterns were formed by inkjet

printing to construct the masked data “ABCDEFG” (Figure
2g). The experiment results demonstrated that multicompo-
nent DNA molecules successfully achieved hybridization
within the microdroplets, confirming the effectiveness of the
inkjet-printed microdroplet solid-phase DNA hybridization
system proposed in this study.
Inkjet printing technology, as a high-precision droplet-on-

demand technology, facilitates the construction of complex
patterns and has been widely applied in the fields of data
storage and encryption.24,43,44 Moreover, inkjet printing can
efficiently deliver multiple materials with advantages such as
high parallel throughput and low ink consumption, making it
extensively used in DNA synthesis, microarray construction,
chip analysis, and other fields.45−48 With these advantages, this
study creatively proposes a solid-phase multiple DNA
hybridization system that forms a storage system with excellent
encryption performance. Previously, Song et al. introduced a
DNA multibit nonvolatile memory based on an addressable
electrode array and implemented shifting operations through
strand displacement.37 By improving the hybridization speeds
through electric fields, they achieved significant breakthroughs.
In contrast, the inkjet printing system proposed in this study
has more advantages in constructing more complex multibit
storage and encryption systems. For constructing multiple
DNA strand hybridizations at massive reaction points, inkjet
printing allows the simultaneous printing of different DNA
strands and can deliver various inks on demand in a single
print process. Furthermore, the droplets formed by inkjet
printing are on the picoliter scale,49,50 significantly reducing
DNA ink consumption and lowering the cost of encryption
storage. These advantages ensure that the proposed storage
and encryption system is efficient, low-cost, and highly scalable
for more complex applications.
The storage speed depends on the inkjet printing speed and

hybridization rate. Since hybridization at multiple sites occurs
simultaneously, the time required is independent of the
amount of stored data. Therefore, when storing large amounts
of data, the printing speed can be used as a reference for the
encryption speed. The inkjet printer allows 4 × 160 nozzles to
print simultaneously, with a maximum of 12,000 prints per
second. Considering the efficiency reduction caused by line
breaks, the theoretical storage speed can exceed 400 KB/s.
Regarding storage density, the distance d between adjacent
sites is 84 μm, and each site has three different fluorescence
colors. Considering the redundancy of 0.5 introduced by data
masking, the storage density D is calculated as D = 0.5 × 3/d2
= 212.6 bit·mm−2. Compared to existing fluorescence-based
DNA solid-phase strand displacement encryption storage
methods,34 the storage density has increased by 6000 times.
Since this system stores data through fluorescent microdots, its
storage density is still lower than encryption methods based on
DNA sequences51 and DNA nanostructures.52 However,
compared to DNA sequences and DNA nanostructures, the
use of multicolor fluorescent microdots significantly improves
data writing/reading efficiency and reduces costs, making it
more suitable for practical applications.
3.3. Fluorescent DNA Strand Encryption Based on

DNA Sequences. In this study, data encryption and
decryption are carried out through DNA strand displacement
reactions on a solid-phase substrate. In the multicolor
fluorescent storage system, the fluorescence on the DNA
probes represents the stored data. Interference DNA strands,
which are also fluorescently labeled, are added at specific
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locations on the system to achieve data encryption. These
interference DNA strands share the same backbone sequence
as the data DNA strand, ensuring that they can hybridize to the
support strand. However, the interference−interference DNA
strands also contain a toehold sequence that does not hybridize
with the support strand, allowing for their removal through the
strand displacement process, thereby enabling decryption of
the data. During the decryption process, a complementary
decryption strand is introduced. This strand binds to the
toehold of the interference DNA strand, facilitating its removal
from the support strand through a strand displacement
reaction. The DNA data strand, which lacks a complementary

toehold sequence, remains intact during decryption. Due to the
specificity of DNA hybridization and strand displacement, only
the correct decryption strand can remove the corresponding
interference DNA strand. Figure 3a illustrates the action of two
interference DNA strands with different toehold sequences and
their interaction with the data strand under different
decryption strands. The interference DNA strand is only
removed by the matching decryption strand, while the data
DNA strand is retained after decryption. The experimental
results are shown in Figure 3b,c. The corresponding
decryption DNA solution was applied to the glass slides
containing data DNA using a micropipette. A solid-phase

Figure 3. DNA strand displacement decryption based on DNA sequences. (a) Schematic representation of the encryption and decryption
principles based on DNA strand displacement. Specific interference strands are removed only by the correct decryption strands, while data strands
are retained during the decryption process. (b) Fluorescent dot array results of DNA strand displacement decryption (scale bar: 200 μm). (c)
Relative fluorescence intensity results of DNA strand displacement decryption, using the intensity of the true data strand as the reference value (n =
8).
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strand displacement reaction occurred at the interface between
the solution and the glass slide, leading to the removal of the
corresponding interference DNA strands. Fluorescence ob-
servation revealed a significant decrease in the intensity of the
removed interference fluorescence compared with the other
fluorescence signals. Because the washing process inevitably
led to some fluorescence loss, the fluorescence change in this
study is represented as the relative fluorescence intensity
compared to the control group.

Since strand displacement requires tens of correct DNA base
pairs to proceed, this encryption method offers excellent
encryption depth. Moreover, this method may further enhance
data security by erasing the correct data during an attack by
unauthorized users. In the example shown in Figure 3, if DNA
strand 2 also serves as an data strand, an attacker may
mistakenly remove strand 2 as an interference strand during
decryption attempts, thereby destroying part of the correct
data. However, a user with the correct decryption key can

Figure 4. Multicolor DNA strand displacement encryption and decryption. (a) Illustration of the parallel encryption and decryption process. (b)
Illustration of the sequential encryption and decryption process. (c) Schematic diagram of the principle of correct decryption for parallel
encryption. (d) Schematic diagram of the principle of correct decryption for sequential encryption. (e) Fluorescence microscopy images of the
parallel encryption and decryption process (scale bar: 100 μm). (f) Fluorescence microscopy images of the sequential encryption and decryption
process (scale bar: 100 μm). (g) Relative fluorescence intensity results for parallel encryption and decryption, with the intensity of the buffer
solution replacement control group as the standard (n = 8). (h) Relative fluorescence intensity results for sequential encryption and decryption,
with the intensity of the buffer solution replacement control group as the standard (n = 8).
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precisely remove specific interference strands without affecting
the data strands.
3.4. Multicolor Fluorescent DNA Strand Encryption

Based on a Combinatorial Structure. Given that the
support strand contains three hybridization regions, multiple
regions can cooperatively participate in strand displacement to
establish a more complex and secure encryption system.
Previous research on DNA strand displacement has success-
fully demonstrated logic gates and even computational
networks constructed by DNA molecules.53−55 Inspired by
these findings, this study also implements a similar
combinatorial structure-based strand displacement system for
multicolor fluorescence encryption through multistrand
hybridization and displacement. Figure 4a,b shows two
different encryption structures: parallel and sequential

encryption. As shown in Figure 4c, two different hybridization
regions on the support strand are encrypted independently
using single-color encryption methods, as described in Section
3.3. This forms a parallel encryption scheme, where two
distinct fluorescent interference strands are added separately
and can be decrypted using their respective strands (Key_R for
red fluorescence and Key_G for green fluorescence). In
contrast, adjacent hybridization regions can enable coupled
encryption, forming a sequential encryption scheme (Figure
4d). This method requires a sequential decryption process. It is
noteworthy that unlike the previously described design, the
interference DNA used in sequential encryption does not
simply append a toehold to the end of the data DNA for
removal. Specifically, the interference strand C* does not have
a toehold; it is structurally identical to typical data DNA. To

Figure 5. Demonstration of data encryption and decryption. (a) Encryption design: interference strands were introduced to blank points, single red
points, and single green points for encryption. (b) Specific DNA structures for encryption. (c) Fluorescence results demonstration. Fluorescence
microscopy revealed that as decryption strands were added sequentially, interference fluorescence dots were removed, leaving only the data
fluorescence dots. (d) Without decryption, the fluorescent array produced masked data. (e) Applying the correct decryption strands allowed the
fluorescent signals to be decoded into the true data.
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remove C*, a different decryption DNA must be used, which is
complementary to the reaction region C and the adjacent
spacer region in support DNA. This decryption DNA
hybridizes with the support DNA, displacing the interference
strand C* from region C, thus removing it. The corresponding
interference strand B* has a toehold at its end, enabling its
removal. The other end of B* contains an extended sequence
that is complementary to the spacer region adjacent to the
reaction region C, preventing the decryption DNA for C* from
binding to the support DNA, thus protecting interference
strand C*. Therefore, to decrypt this sequential encryption
structure, the green decryption DNA (Key_G) must first be
added to remove the green interference strand B*, followed by
the red decryption DNA (Key_R) to remove the red
interference strand C*, thus completing the decryption.
The experimental results for parallel encryption are shown in

Figure 4e,g. Using “00000000” as the original data, red and
green fluorescence interference DNA were added to form a
parallel encryption structure. In the control group, the glass
slide was first treated with blank buffer for the initial strand
displacement followed by washing. A second strand displace-
ment with a blank buffer was then performed, also followed by
washing. The results indicated that washing caused a slight
reduction in fluorescence intensity but the interference
fluorescence was still clearly observable. In Experimental
Group 1, Key_G was first added for strand displacement,
and after washing, a significant reduction in green fluorescence
was observed compared with the control group. Key_R was
then added for strand displacement, and after washing, a
significant reduction in the red fluorescence was observed. In
Experimental Group 2, Key_R was added first for strand
displacement and washing, followed by Key_G. The result
showed that red fluorescence was reduced first and then green
fluorescence was reduced. Thus, in parallel encryption, the
order of decryption of DNA addition did not affect the
decryption outcome. The experimental results for sequential
encryption are shown in Figure 4f,h. Using “00000000” as the
original data, red and green fluorescence interference DNA
were added to form a sequential encryption structure. The
control group was treated similarly to the parallel encryption
group and received a similar result. In Experimental Group 1,
Key_G was first added for strand displacement, and after
washing, a significant reduction in green fluorescence was
observed compared to the control group. Key_R was then
added for strand displacement, and after washing, red
fluorescence was significantly reduced, completing the correct
decryption. In Experimental Group 2, Key_R was added first
for strand displacement and washing, but fluorescence
observation showed that red interference fluorescence was
not reduced compared to the others. After Key_G was added
for strand displacement and washing, green interference
fluorescence was reduced but red fluorescence remained.
Therefore, in sequential encryption, the decryption process
must follow a specific order. Even with the correct decryption
DNA, decryption will not be successful if the order is incorrect.
The encryption method utilizing multicolor strand displace-

ment further demonstrates the potential of this system. The
coupling between multiple DNA strands allows for the
construction of specific computational reaction systems that
form the foundation of an advanced encryption framework. In
the sequential encryption, special interference DNA strands are
introduced, which are identical to the data DNA in both
sequence and fluorescence, with the only difference being the

adjacent strands. Thus, even if a decryption key is obtained by
an unauthorized user, the inability to fully understand the
encryption mechanism will prevent the correct decryption of
the encoded data.
Due to the limitations imposed by the solid-phase surface on

DNA reactions, solid-phase DNA reactions differ from those in
the liquid phase. They are also influenced by uncontrollable
factors, such as surface charge, DNA attachment to the surface,
and DNA morphology, making it challenging to construct an
effective mathematical model. To ensure that the encryption
system operates stably under different designs and external
conditions, the system employs relatively high DNA
concentrations as the reaction conditions. The results
demonstrated that after the strand displacement reaction, the
interference fluorescence is reduced by almost 80% compared
to the data fluorescence. This significant difference ensures
that decryption remains robust. Even if the initial conditions or
reaction conditions are not precisely controlled to the optimal
parameters, the substantial difference between interference and
data fluorescence guarantees accurate data decryption.
3.5. Data Encryption Demonstration. The strand

displacement encryption system demonstrated in this study
can implement various encryption strategies with great
flexibility. To validate its effectiveness, a specific encryption
method combining parallel encryption and sequential
encryption is employed, as shown in Figure 5a,b. Notably, in
the sequential encryption structure, a special red interference
DNA without a toehold was introduced. This interference
DNA is identical in both sequence and fluorescence to the red
data DNA, meaning that the corresponding decryption DNA
could potentially displace the data DNA. To address this, a
protection mechanism was introduced for the red data DNA in
the encryption protocol to prevent its unintended removal. A
protective sequence was added to the upstream region of the
green DNA adjacent to the red DNA to safeguard the red data.
In cases where a red data DNA is not adjacent to green data
DNA, an additional nonfluorescent protective strand is
introduced. The specific encryption rules are as follows: For
data spots with no fluorescence, interference strands were
randomly introduced, including red interference strands, red-
green sequential interference structures, and blue interference
strands. For data spots with only red fluorescence, a
nonfluorescent “B” protection strand was added to form a
sequential structure, preventing the removal of data strands by
the decryption strand. Blue interference strands were then
added to form a parallel structure. For spots with only green
fluorescence, red or blue interference strands were randomly
added to form a parallel structure. During decryption, green
decryption keys (Key_G) and red decryption keys (Key_R1)
were initially introduced to remove the green and some red
interference strands. Subsequently, blue decryption keys
(Key_B) and additional red decryption keys (Key_R2) were
applied to remove blue interference strands and the remaining
red interference strands, completing the decryption process. In
the encryption strategy described above, Key_R1 and Key_R2
share 11 complementary bases. If both are introduced
simultaneously, they could hybridize with each other,
significantly compromising the strand displacement process.
Therefore, to ensure the effectiveness of decryption, the four
decryption strands are introduced in two separate steps during
the strand displacement process.
First, this encryption was validated by spots (Figures 5c, S4

and S5). After the correct decryption DNA was added, the
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interference DNA was successfully removed, and the original
data were restored. If only a subset of the correct keys is used,
the structure of the encryption system will protect the data
from being decrypted. For instance, introducing only the red
decryption key would fail to remove all red interference strands
because some are protected by the sequential structure. As a
result, only the red interference DNA from the parallel
encryption is removed (Figure S6). Since the red interference
DNA is added randomly, even if the attacker observes that
some strands are removed, they cannot discern any pattern,
thus ensuring the data’s security.
Based on the encryption and storage rules presented in this

study, text data were encoded and verified (Figures 5 and S7).
The encrypted fluorescent dot array was visualized under a
fluorescence microscope, and decoding the ASCII-based dot
array directly yielded masked data: “i do not think this is true
data”. When the correct decryption strands were applied,
decoding the multicolor fluorescent signals produced the true
data: “i think this data is true and is safely encrypted”. If only
partial correct decryption strands were introduced, then the
outcome was garbage data (Figure S8). This demonstrates the
robustness of the system against decryption attempts.
The stability of the encryption system relies on the stability

of the DNA molecules. Therefore, extreme environmental
conditions, such as high temperatures or extreme pH values,
may indeed lead to DNA denaturation, which could affect the
stability of the system. Existing literature provides ample
evidence supporting the long-term stability of DNA mole-
cules.36,56,57 Under room temperature and dry conditions, the
stability of the DNA molecules can support long-term storage.
Specifically, a study by Kimberly et al. demonstrated that DNA
duplexes, when dried on a solid-phase substrate, remain stable
for up to 338 days at room temperature.34 These duplexes can
still undergo strand displacement reactions, and the displace-
ment results can be distinguished by fluorescence. Thus, the
storage system in this study should also support long-term
storage under similar conditions at room temperature.
Overall, the encryption depth of this strategy is determined

by the DNA sequences used for hybridization and the
structural interactions among the multiple DNA strands.
DNA strand displacement exhibits extremely high specificity,
with kinetic processes sensitive to mismatches as small as a
single nucleotide.58 Research studies on genotyping have
demonstrated that single-nucleotide mismatches in the toehold
region can be effectively distinguished during strand displace-
ment. Although mismatches within the hybridization region
may be partially masked by correct sequences, the system
maintains a high level of specificity overall.59,60 When
conventional 100 nt DNA strands are used, this encryption
strategy achieves approximately 100 bits of quaternary
encryption. The trial-and-error approach required to decipher
such encryption demands an immense quantity of DNA
synthesis time and financial resources. Moreover, combination
structural interactions among multiple DNA encryption
strands can necessitate the sequential addition of the correct
decoding strands in a specific order. Failure to follow this
order, even with the correct DNA strands, may result in
incomplete decryption or even damage to the correct strands,
leading to data loss.

4. CONCLUSIONS
This study introduces a DNA-based system for data storage
and encryption. The system achieves solid-phase DNA

hybridization and strand displacement at the microarray
formed by inkjet printing, designing an encryption system
governed by DNA sequences and combinatorial structures.
DNA sequences possess an extremely high data storage
density, providing remarkable encryption depth for secure
data storage. Combinatorial structures between multiple
encryption strands further enhance encryption complexity
and flexibility, broadening encryption dimensions. Despite the
high potential complexity of encryption mechanisms achiev-
able with multicomponent DNA combinations, the implemen-
tation is straightforward and rapid by using inkjet printing.
Inkjet printing allows the simultaneous deposition of diverse
DNA strands into specific arrays quickly and cost-effectively.
The decryption process, completed through simple DNA
strand displacement, ensures an ease of data retrieval.
This system can be readily expanded to more versatile and

flexible encryption functionalities through additional DNA
combinations and design. As an emerging storage medium,
DNA molecules boast unparalleled data density and are
extensively studied in molecular computing. Applications of
DNA have already extended to neural networks54,61 and
disease diagnosis.62,63 Integrating DNA data storage and
computational technologies with the inkjet-microarray-based
solid-phase reaction system proposed in this work opens up
new possibilities for storage and encryption.
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